
 

 

Hertfordshire CCTVP  

Protection of Freedoms Act – 12 Guiding Principles Code of Practice 

 

This code of practice is issued by the Secretary of State under Section 30 of the 2012 Act. It provides guidance on 

the appropriate and effective use of surveillance camera systems by relevant authorities (as defined by section 33 of the 

2012 Act) in England and Wales who must have regard to the code when exercising any functions to which the code 

relates. In the code of practice there are 12 guiding principles that are listed below. 

 



 
1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit of a legitimate aim and necessary to meet an identified 

pressing need.  

2. The use of a surveillance camera system must take into account its effect on individuals and their privacy, with regular reviews to ensure its use 

remains justified.  

3. There must be as much transparency in the use of a surveillance camera system as possible, including a published contact point for access to 

information and complaints.  

4. There must be clear responsibility and accountability for all surveillance camera system activities including images and information collected, held 

and used. 

5. Clear rules, policies and procedures must be in place before a surveillance camera system is used, and these must be communicated to all who 

need to comply with them.  

6. No more images and information should be stored than that which is strictly required for the stated purpose of a surveillance camera system, and 

such images and information should be deleted once their purposes have been discharged. 

7. Access to retained images and information should be restricted and there must be clearly defined rules on who can gain access and for what 

purpose such access is granted; the disclosure of images and information should only take place when it is necessary for such a purpose or for law 

enforcement purposes. 

8. Surveillance camera system operators should consider any approved operational, technical and competency standards relevant to a system and its 

purpose and work to meet and maintain those standards.  

9. Surveillance camera system images and information should be subject to appropriate security measures to safeguard against unauthorised access and 

use. 

10. There should be effective review and audit mechanisms to ensure legal requirements, policies and standards are complied with in practice, and 

regular reports should be published. 



11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a pressing need for its use, it should then be used in 

the most effective way to support public safety and law enforcement with the aim of processing images and information of evidential value. 

12. Any information used to support a surveillance camera system which compares against a reference database for matching purposes should be 

accurate and kept up to date.  

The purpose of the code will be to ensure that individuals and wider communities have confidence that 

surveillance cameras are deployed to protect and support them, rather than spy on them. The government 

considers that wherever overt surveillance in public places is in pursuit of a legitimate aim and meets a pressing 

need, any such surveillance should be characterised as surveillance by consent, and such consent on the part of the 

community must be informed consent and not assumed by a system operator. 

In order to achieve this, the code sets out guiding principles that should apply to all surveillance camera 

systems in public places. These guiding principles are designed to provide a framework for operators and users of 

surveillance camera systems so that there is proportionality and transparency in their use of surveillance, and 

systems are capable of providing good quality images and other information which are fit for purpose. 
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              Principle 
               Number 

Guiding Principles HCCTVP  system 

 

1 Use of a surveillance camera system must 
always be for a specific purpose which in 
pursuit of legitimate aim and necessary to 
meet an identified pressing need. 
 
 

The “Partnership”, HCCTVP, (Stevenage Borough Council, Hertsmere 
Borough, East Herts and North Herts District Council), has a 
comprehensive Code of Practice, a Procedures Manual and a clear 
evidence audit trail. The DPA states  that the system must be used for 
a lawful purpose as described below 
 
The prevention and detection of crime, or 
The apprehension or prosecution of offenders. 
  

2 The use of a surveillance camera system must 
take into account its effect on individuals and 
their privacy, with regular reviews to ensure 
its use remains justified 
 
 

The Partnership has conducted a Privacy Impact Assessment and most 
cameras have privacy impact zones. These blank out the views on 
areas when programming the cameras. All cameras have tours 
programmed in based on police intelligence. Signage on all camera 
sites clearly shows who to contact in case of any concerns.  

3 There must be as much transparency in the 
use of a surveillance camera system as 
possible, including a published contact point 
for access to information and complaints. 
 
 

SBC website clearly shows a comprehensive list of all the sites of the 
CCTV within the Partnership. The CCTV Operations  Manager is listed 
as a contact along with Heads of Service for each of the councils.  

4 There must be clear responsibility and 
accountability for all surveillance camera 
system activities including images and 
information collected, held and used. 
 
 

The HCCTVP system uses digital recording machines to record images 
from all cameras that make up the CCTV scheme. A secure network, 
which is not connected to the corporate network in IT or the internet. 
A comprehensive Code of Practice is in use where trained police 
officers and or PCSO’s deal with evidence retrieval and investigation to 
Police and Criminal Evidence Act standards.   



5 Clear rules, policies and procedures must be 
in place before a surveillance camera system 
is used, and these must be communicated to 
all who need to comply with them.  

Procedure Manuals and Training Manuals are in place and all 
operators go through rigorous training prior to operating the system 
which lasts for 1 month including a tour of all CCTV sites prior to their 
6 months instalment. 

6 No more images and information should be 
stored than that which is strictly required for 
the stated purpose of a surveillance camera 
system, and such images and information 
should be deleted once their purposes have 
been discharged 
 
 

We hold images for no more than 30 days which is mentioned in our 
COP. 

7 Access to retained images and information 
should be restricted and there must be clearly 
defined rules on who can gain access and for 
what purpose such access is granted; the 
disclosure of images and information should 
only take place when it is necessary for such a 
purpose or for law enforcement purposes. 

The CCTV downloading suite is in a secure area with restricted access. 
Images are only accessed for legitimate purposes. 

8 Surveillance camera system operators should 
consider any approved operational, technical 
and competency standards relevant to a 
system and its purpose and work to meet and 
maintain those standards. 
 
 

All trained operational staff are licensed through the Security 
Information Authority every 3 years.  

9 Surveillance camera system images and 
information should be subject to appropriate 
security measures to safeguard against 
unauthorised   access and use. 
 
 

Only authorised users are allowed access to CCTV images. These are 
trained Police Officers or PCSO’s. Access to the room is strictly 
controlled where individuals are requested to sign a visitor’s book 
regardless of status detailing the reason for entry. The office is 
controlled by a card reader entry system which logs when all 
authorised staff enters.   



10 There should be effective review and audit 
mechanisms to ensure legal requirements, 
policies and standards are complied with in 
practice, and regular reports should be 
published. 

A complete review as requested by the SCO called the Privacy Impact 
Assessment on all of the estates cameras has been completed and 
reviewed each year. 

11 When the use of a surveillance camera 
system is in pursuit of a legitimate aim, and 
there is a pressing need for its use, it should 
then be used in the most effective way to 
support public safety and law enforcement 
with the aim of processing images and 
information of evidential value. 
 

All cameras are reviewed daily and a computer programme, BORIS, is 
in place to record such findings. There is a camera replacement in 
place for any continuous faulty cameras or where they are beyond 
economical repair which is reviewed monthly.  

12 Any information used to support a 
surveillance camera system which compares 
against a reference database for matching 
purposes should be accurate and kept up to 
date. 

A Database is used to store all information regarding HCCTVP. This is 
called BORIS and is managed and supported by the Operation 
Manager.  

 

 


